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Abstract—COVID-19 pandemic and lockdowns forced em-
ployees across the world to work from home. Remote working
has become a necessity rather than a choice. However, in order
to meet this increasing demand, the most pressing security
concerns of organizations should be addressed. In this paper,
we present the design and implementation of ProGun, an end-
point device (a USB dongle) for remote working. We present the
hardware/software co-design of ProGun, by which most security
risks due to lack of physical protection could be mitigated. We
also discuss choices we made among many alternatives for user
authentication and their security and usability implications in
a remote working environment.

Index Terms—security, remote working, authentication, two-
factor authentication, risk based authentication, security device,
zero trust.

I. INTRODUCTION

Both in Europe and USA, before the pandemic only less
than 3% of workforce worked remotely [1]. Because of this
limited adoption, prior to COVID-19, most organizations
had little technical preparation for supporting this practice.
However nearly half of employees worked remotely full-
time during the pandemic [2]. The rapid shift to remote
working is frightening especially from security point of view.
Traditionally, cyber security is relied on physical security
of offices, networks, and computers; not present anymore
in remote workforces. According to a recent report from
Interpol, cyber attacks are at an alarming pace during the
ongoing COVID-19 crisis and is expected to accelerate even
further [3].

To defend against the cyber attacks, we already have
effective techniques such as encryption, authentication, access
control and many others. However each of these technical
means is not sufficient when used alone hence the challenge
remains in combining these conceptual ideas and turning
them into a tangible product. ProGun is a device we have
developed for this purpose. In this paper, we present the
design and implementation of ProGun and discuss how it
could protect employees and organizations from the con-
cerned cyber risks of remote working.

The rest of the paper is organized as follows. In Section
2, we start with the requirements and list the major in-
scope security threats of remote working we uncovered using
STRIDE threat modeling method. In Section 3, we present
the design and implementation of secure end-point device
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called ProGun to satisfy the identified security requirements.
Our presentation involves both hardware and software as-
pects. In Section 4, one of the most crucial requirements,
authentication of remote users in a secure and usable fashion
is discussed by first exploring the whole design space and
then giving the justifications for the choices we have made.
In Section 5, we overview the previous work on security
of remote working. In Section 6, we finish up with our
concluding remarks and future work directions.

II. THREAT MODELING AND SECURITY REQUIREMENTS
FOR REMOTE WORKING

Given the wide range of constraints and choices, the design
and implementation a security device for remote working is a
herculean task. A proper starting point could be to begin with
the security requirements. More precisely, first we should
answer this question: “what security threats do we want to
address with this end-point device?” STRIDE is a simple yet
powerful semi-structured threat modeling method to answer
this question of great importance [4]. This method enables us
to enumerate and prioritize security threats in just four steps:

1) Model your system (use data flow diagrams (DFDs)
with some required extensions like trust boundaries).

2) Identify the threats (brainstorm using STRIDE
mnemonic which stands for Spoofing, Tampering, Re-
pudiation, Information Disclosure, Denial of Service,
and Elevation of Privilege).

3) Decide on each threat (options include avoiding, ad-
dressing, accepting, transferring and ignoring).

4) Check your work.

We carried out a threat modeling exercise using STRIDE.
Due to space limitations, we do not present all of its details
here. Instead, we first make a few key observations related
to our case and then present the most relevant threats we
discovered together with our decisions for treatment.

Some of our key observations after we apply STRIDE
method for a typical use case of ProGun are as follows:

1) It is straightforward to draw a DFD of the system (see
Figure 2 for the conceptual model which could be the
starting point for drawing it).

2) A trust boundary is defined as a location in a DFD
where the level of trust changes. There is a natural
trust boundary in our DFD between internal network
and external world. There is usually a VPN server or a
firewall located on this border.
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TABLE 1
MAIN SECURITY THREATS AND CHOSEN TREATMENTS FOR PROGUN.

# || Threat Type Threat Name

Chosen Treatment

Residual Risk

sensitive files and documents

1 Information Information leakage to remote | Strong authentication & secure | leaks to authenticated users if least-privilege
Disclosure unauthorized users booting with hardened OS principle is not correctly enforced
2 || Tampering Unauthorized corruption of | Strong authentication & secure | accidental corruption

booting with hardened OS

3 Information
Disclosure

Eavesdropping over the net-
work

Use of VPN and encryption

exploiting a vulnerability in VPN or ProGun
software

4 Spoofing Impersonate authorized users

Strong authentication

software vulnerabilities

5 Repudiation Denial of activities

Log audits

Log tampering

3) We could identify another trust boundary in Figure 2
since the USB device is trusted (as we will discuss
later) whereas a local computer (local PC) is not.

The most prominent threats identified in our analysis and
aimed to be mitigated in our work with the design of ProGun
are provided in Table 1. Risks remaining after the treatment
efforts are also provided in this table.

III. THE DESIGN AND IMPLEMENTATION OF A SECURE
END-POINT DEVICE

We now present the design and implementation of ProGun
to defend against the main security threats listed in Table 1.

As a starting point we assume there is a workstation
located inside the intranet of an organization which should
be accessed from a remote location securely. ProGun is a
hardware with embedded software designed with multiple
security layers to make it hard for attackers to bypass the
applied security countermeasures. More specifically, ProGun
is a USB dongle containing a hardened and restricted operat-
ing system which can be run on any COTS computer to make
it secure for use in a remote location. As we will explain,
the dongle also contains logical interfaces and features for
authentication and additional security features.

The main use case for ProGun is to use the USB Dongle on
a local machine from a remote location and access securely
the workstation which is situated in the office. The ultimate
goal is to provide a user experience that feels like user is
working from the office.

Fig. 1. A typical use case for ProGun.

As shown in Figure 1, with ProGun solution, any remote
computer, secure or not, can be employed. In order to achieve

this, ProGun needs to interact with the internal components
of the computer like hard disk and manage external devices
connected to it. By default, the users are not allowed to use
hard disk and other devices once ProGun is in use. Only
allowed devices can be used after configured by the system
administrator.

One of the main problems with the remote computers is
that their operating systems are usually not managed by the
IT department of the employee’s company, which makes it
hard to ensure the security of the system for instance the
operating system could be infected by a virus or any other
harmful software.

ProGun’s solution is to provide a secure operating system
booted from a portable USB dongle. ProGun USB has enough
non-volatile memory to store a hardened operating system
which is also encrypted with a key derived from a passphrase
only known by a specific user (owner of the ProGun).

The users plug-in the dongle to the computer and boot
the system with the secure operating system. This operating
system does not allow any access to internal storage units
which means that no data could be transferred to the user’s
hard disk. It is also not possible to upload any file from
the local computer to the workstations and servers inside the
intranet.

The booted operating system provides a user interface
to connect to the local wireless or wired network. Users
could make a selection between options. On the other hand,
users do not have access to the Internet directly. The VPN
configuration is ready inside the dongle personalized for the
user and when the local connection is established, this VPN
connection is fixed automatically. All the connections are
forwarded to the VPN tunnel.

Users can access to the remote workstations, servers and
applications only through the VPN tunnel. Remote Desktop
is the main application for our use case. With it, users can
have an access to their workstations in their office with their
local laptops remotely e.g., from home. The dongle also has
other hardware components such as GNSS sensor. Using this
sensor which connects to GPS, the system could log the
location and time information. With this logging, the system
admin could audit location of users while they are connected.
By this logging, users who cheats or violates the security
policy in some other way could be held accountable for their
actions. The location information is also used to restrict the
dongle’s use only to a specific country or a city. The access
policy is managed by the administrator.
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A. Conceptual Model

The conceptual model is given in Figure 2 showing the se-
cure tunneled connection between local machine and remote
workstation over the VPN server. Secure USB (ProGun de-
vice) which contains a customized operating system, eMMC,
and a microcontroller for logical interfaces is also seen in this
figure.

Microcontroller/OS
cr eSS Aniema

Voltage Regulator
USB Connecter

<

Remote Work Station

VPN Tunnel

j‘$_l—’

Wifi/cable Connection

Secure USB

- L

Secure USB
VPN Server

Local PC

Fig. 2. Conceptual model for Progun.

B. Hardware Design

ProGun hardware consists of a USB connector 3.0, eMMC,
Voltage Regulator, USB HUB, Antenna, GNSS/GPS and
NAND Flash Controller. A microcontroller is connected to
the USB 3.0 port via USB HUB as shown in Figure 3. It has
the following properties: USB 2.0 device support, GNSS/GPS
support, FIDO2 support and Real Time Operation System
(RTOS) support.

USB Connector provides the necessary power to the sys-
tem and connected to the microcontroller and memory via
USB HUB. eMMC is a memory area where the operating
system (ProGun OS) is stored. USB HUB orients the signals
from USB 3.0 to memory and microcontroller. While one
of the outputs of the USB HUB boots the system over the
memory, the other output port communicates with the micro-
controller and GNSS/GPS module. This module collects the
user’s coordinates instantly to determine whether the user is
in the allowed working zone.

ProGun dongle contains both physical and logical inter-
faces, Physical interface contains the eMMC and the logical
Interface provides the GNNS / Antenna interfaces.

C. Software Design

ProGun dongle is customized for its users. The system
administration generates an image for each user so that a
specific VPN configuration is automatically available once
the dongle is in use. VPN configuration information is hidden
from the user and cannot be tampered with for security
reasons. The disk image contains the following components:
GRUB?2 software, Encrypted OS Image, Encrypted ProGun
Service Software and Encrypted Configuration data (VPN
Credential).

For the research and development of restricted operating
system image that can be booted from a USB storage, we get
help from Mkosi project [5] and use Debian 11 (Bullseye)
distribution. For disk encryption, we use Linux Unified Setup
(LUKS) [6], a disk encryption specification with AES-XTS-
256 algorithm.

USB 3.0 Connector

USB HUB

GNSS/GPS

Fig. 3. Hardware Design of ProGun.

The MCU firmware runs on the microcontroller of the
ProGun USB Dongle. It is developed in C language and use
Zephyr operating system. This firmware is in communication
with the ProGUN OS booted on the local PC. This commu-
nication basically has two purposes:

First, it provides FIDO2 support [7]. With the firmware,
user authentication could be carried out using public-key
cryptography with the FIDO2 standard.

Second, it provides GPS location information to OS ser-
vices at certain intervals. The firmware periodically commu-
nicates with the GNSS/GPS module and passes the location
information when requested.

GRUB?2 software is unencrypted on the eMMC Memory. It
is the first code to be executed by the bootloader software on
the client PC. The integrity of this software on the ProGun
USB Dongle is preserved.

GRUB2 presents an interface to the user so that s/he
can enter a password and generates the cryptographic key.
Then, with this key, ProGun decrypts the operating system
image. As mentioned, hard disk is encrypted using LUKS.
ProGUN OS (Linux Operating System and Services) is stored
encrypted on the ProGUN USB Dongle. Necessary drivers
for common hardware are also provided within the image.

Basic tasks of ProGun OS are as follows:

1) Connecting to the target VPN server using DHCP
or static network settings at startup. VPN credentials
available on the image are used for the connection.
We aimed at providing the same user experience and
restrictions for different VPN technologies.

2) User’s RDP connection is also established automati-
cally to make target PC desktop available. The desktop
environment enables the user to make video and audio
calls by enabling the local microphone, speaker and
camera devices for the target system with the remote
desktop connection.
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3) MCU is in communication with firmware to provide
FIDO2 support and receive GPS data.

4) Allowing or blocking access to different peripherals
such as storage device, Bluetooth/WiFi adapter, card
reader, serial port converter, camera, keyboard, mouse
within the scope of defined rules. The user is prevented
from accessing the Internet without using VPN connec-
tion. The user is also prevented to access USB devices
(except ProGun USB Dongle).

D. Other Use Cases

As already described, the primary use case for ProGun is
to provide each use a private and personalized USB dongle.
In this scenario, system admin generates the customized
ProGun OS image of the dongle using a system management
software. Permissions, VPN configuration and other relevant
information is also embedded into the image.

In a second use case where a ProGun dongle is not
provided to the user (maybe due to cost or logistic reasons),
he/she can use a standard USB device having the customized
image of the ProGun OS containing the required configura-
tion downloaded from a system server. However, this choice
is not as secure as the original use case since many features
of the ProGun hardware is lacking.

Another use case might involve the installation of cus-
tomized OS image directly to the local PC. However this
might be considered too restricted since now local PC could
only be used for remote working and not for personal
purposes.

IV. USER AUTHENTICATION FOR REMOTE WORKING

One of the crucial security requirements in a remote
working environment is user authentication; how to reliably
identify the remote user attempting to gain access to the
company’s Intranet and resources. If this basic requirement is
not satisfied, most (if not all) items given in Table 1 becomes
in jeopardy.

First and foremost, we make again a couple of key obser-
vations as follows:

1) The danger of depending only on passwords for user

authentication is well documented. In fact, in 2017 it
was reported that among all security breaches, 81%
leveraged stolen or weak passwords and 43% were due
to social engineering attacks [8].

2) The availability of a hardware token (ProGun USB
dongle) provides an opportunity to achieve a usable
multi-factor authentication (MFA) scheme. In fact, our
choice to implement FIDO2 standard is in line with
this observation.

3) Even with the available FIDO2 methods as mentioned
above, especially if biometrics is not employed, user
authentication related risks are not totally prevented.
For instance suppose the loss or theft of the USB
dongle which is not uncommon, then, the attacker only
needs to obtain the password, which is not difficult with
simple social engineering tricks [9]. The offer of single
factor (passwordless) authentication option by FIDO2
only magnifies the risk.

With this observations, our goal in this section is to identify

and enumerate options regarding user authentication for the

use case of remote working and consider pros and cons for
each. Having this list of options summarized in Table 2, we
discuss discuss and give justifications the choices we have
made in the design of ProGun as follows:

1) Additional use of an authenticator application installed
on a mobile phone for MFA is a well-justified option
[10]. Most users always carry a smartphone so using
it for authentication does not pose much burden with
respect to usability.

2) With mobile phones, passwordless authentication could
be offered with ease while still remaining in two-
factor authentication (2FA) territory. The availability
of biometrics (fingerprint and/or face recognition) in
modern smartphones could enable mobile authentica-
tors to implement this option. With it, OTP code or the
confirmation screen could only be accessed by the user
after biometric authentication is succeeded. In other
words, 2FA is implemented by combining “what you
have” and “who you are” factors. If password is also
asked, then “what you know” factor is also present,
then the solution is truly called MFA (rather than just
2FA).

3) Use of confirmations on the mobile phone instead of
manual entry of OTP is more usable but requires local
computer as well as the mobile phone to be online
(upon user confirmation, a backend server should share
this information with the computer over the network.
On the other hand, the generation and use of OTP
codes using TOTP standard [11] does not have this
requirement (remember that before VPN connection is
established, the computer is offline).

4) Use of MFA only for VPN and/or RDP access and not
for OS login and & unlock opens the door for luchtime
attacks, which might occur when a previously authenti-
cated user walks away from his computer, thus allowing
someone else to take over the login session and engage
in egregious actions [12]. We remind that depending
on re-authentication after an inactivity timeout period
could not be the ultimate solution because choosing the
proper timeout threshold is not any easy task.

5) Settings regarding how frequent and which kind of
MFA is mandated in a remote working environment is
like double-edged sword. MFA can cause usability con-
cerns when applied harshly. On the other hand, it could
not be effective if only rarely mandated. We notice that
Risk Based Authentication (RBA) [13] could help us
to solve this tension between usability and security. In
the rest of this section, we will elaborate more on our
RBA solution.

RBA could be defined as the method of applying different
levels of user authentication, depending on the likelihood
that access to the system is compromised. The greater the
compromise risk, the more comprehensive and restrictive
authentication becomes.

Risk evaluation is one of the most important issues in RBA
solutions. It requires collection of contextual authentication
data such as:

1) Time and location (we could complement coarse data
derived from IP addresses with fine-grained geolocation
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TABLE II
COMPARISON OF MULTI-FACTOR AUTHENTICATION (MFA) SOLUTIONS FOR PROGUN. RBA STANDS FOR RISK BASED AUTHENTICATION.

Named MFA solution Main Advantage

Main Disadvantage Implementation Choice

login & unlock attack

1 Password + USB Dongle No need for additional device | Vulnerable to theft & social | FIDO2
engineering attacks
2 || MFA w/ authenticator for OS | Protection against lunchtime | Manual entry of OTP codes TOTP

3 MFA w/ authenticator in VPN
and/or RDP access

Many online options available

No MFA for offline mode Passwordless Authentication

4 MFA w/ authenticator & use of | More usable and secure

RBA

Custom-built solution
(e.g., SecurifyID)

Difficulty in risk evaluation

information collected via ProGun’s GPS sensor).
Keystroke and mouse dynamics (useful also for con-
tinuous authentication enabling locking policies upon
anomaly detection).

Device fingerprint (since ProGun is a customized
company-controlled hardware device, there are numer-
ous options for reliable collection of device fingerprint-
ing data).

End-point health data (the basic idea here is to increase
the risk level for instance if no anti-virus protection is
available or the protection software is outdated. Since
the end-point device in our main use case is a hardened
integrity-protected device, this data is not of much use
in our case).

Behavioral analytics (includes non-biometric behav-
ioral data, as an example, consider the risk of an
authenticated user connected to company’s file server
and download thousands of sensitive files).

Past user behavior (for instance the number of previ-
ously failed login attempts).

2)

3)

4)

5)

6)

The overall objective is to catch any signal pointing to any
anomaly and then take the required action. Possible actions
are not restricted by asking the user for MFA. When the risk
is above a certain point, more severe actions such as blocking
the user or triggering an alarm could also be taken.

The translation of raw contextual authentication data to
useful and reliable anomaly information is the real challenge
here. Lack of historical data on attacks (therefore the data
is usually unlabeled) as well as the difficulty in modeling
legitimate user’s behavior brings difficulties in modeling
the problem as a standard classification setting in machine
learning. However the good news is that even with simple
rule based heuristics such as “ask user for MFA when a new
IP is noticed” or “ask user for MFA before out-of-country
access” may work out as a more usable and secure solution
than static MFA. In the current version of ProGun, we have
already implemented and applied this basic rule-based RBA
options. We are currently working on more advanced machine
learning based techniques. As part of this work, previously
we implemented an RBA solution combining the keystroke
data collected while user types in username and password
with the other contextual data and showed that keystroke
dynamics lead us to improved reliability results with respect
to error rates of anomaly detection [14].

V. RELATED WORK

Security risks of remote working in the COVID-19 era are
explored by Malecki [15]. We encourage readers to consult

to this paper to read and learn about best practices such as
regular testing of backups, left out-of-scope in our work.

Before remote working starts to become the norm, BYOD
(Bring Your Own Device) acronym mostly refers to mobile
devices such as smart phones. We argue that pandemic blurs
the line between BYOD and corporate device in general. A
nice summary of security and privacy concerns for BYOD is
given in [16].

Zero trust is a term reflecting enterprise network trends that
include remote users, BYOD and cloud computing. A recent
report by NIST gave a definition of zero trust architecture
and provides general deployment models and use cases.
According to NIST, zero trust is a new security paradigm
which assumes that “there is no implicit trust granted to
assets or user accounts based solely on their physical or
network location” [27]. Recently, the zero trust concept
has been applied to other domains such as supply chain
management [17] and IoT networks [18], as well. We refer
readers to [17] for a more elaborate definition and discussion
for the zero trust concept.

Nyakomitta and Abeka noticed that VPN use does not
translate directly to end-to-end security and proposed a lay-
ered solution for remote access [19]. Kraev et al. investigated
the applicability of MFA in Microsoft’s RDP implementation
for remote users [20]. In [21], secure desktop sharing with
IP tunneling was proposed as a cross-platform solution so
that users are given access through a standard browser
independent of the operating system in use. In [22], different
solutions and protocols such as ICA [23], RFB [24] and RDP
[25] for remote desktop were discussed and compared. In
[26], the authors described the overall design of a security
audit system which employs a proxy server to monitor the
RDP, VNC, and X11 sessions.

We noticed that previous work we reviewed were either
just on risks and requirements or concentrated on specifics
in one particular technology useful for secure remote access.
Up to our best knowledge, our work is the first presenting a
specific hardware based security solution for remote working
together with strong user authentication.

VI. CONCLUSION AND FUTURE WORK

The sudden transition to remote working means former
cyber security models and traditional perimeter defense tools
and techniques such as firewalls, IDS/IPS systems and sub-
networking are no longer sufficient. Organizations seek novel
solutions balancing security and user experience so that
employees can still easily access what they need for work
efficiently without frustrating complexities or tedious steps.
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ProGun addresses the security challenges of remote work-
ing by a hardware based solution. ProGun USB dongle is
cost effective to enable use of BYOD Ilaptops for remote
access securely. In this paper, we overview both hardware
and software features of ProGun as well as the solution
we developed for secure and usable authentication of its
remote users. Our risk based authentication solution currently
supports rule based policies and keystroke dynamics based
user profiling. Our aim is to continue working on this part
to bring continuous authentication support to the ProGun
solution. Another promising future work is conducting a user
study to evaluate the usability (and security) of ProGun on
the field. The ultimate goal is full conformance to the zero
trust architecture [27].
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