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Abstract

Smart home technologies constantly bring significant convenience to our daily lives. Unfortunately, increased security risks
accompany this convenience. There can be severe consequences when unauthorized or malicious users gain access to smart
home devices. Therefore, dependable and comprehensive access control models are needed to address the security concerns.
To this end, the attribute-based access control (ABAC) model is usually considered the most satisfactory access control model
for running IoT applications. However, the uncertainty left with the authentication stage should be carried to the authorization
policy specification. In this work, we extend the ABAC model by carrying the assurance level of user authentication obtained
from biometric authentication systems for authorization. The extended ABAC model quantifies how far the authentication
matching score is from the predefined threshold. This quantification serves as a regular attribute like others to define autho-
rization policies. The novelty in this quantification is that it consults false matching rate and hence can easily normalize
across wide range of biometric authentication devices and algorithms. As a result, the resulting access control policies are
concise and easy to comprehend. Moreover, our model is fine-grained in that different access policies can be specified for
each smart device functionality. This work also shows, through case studies, that the extended ABAC model is feasible and
implementable in XACML language.

Keywords Access control - Attribute-based access control - Internet of Things - False matching rate - Smart home security

1 Introduction

The Internet of Things (IoT) is almost everywhere and its
employment is virtually unlimited. IoT applications can be
considered in three main categories: smart home, smart
health, and smart city [1]. However, in the near future, we
will see much more IoT applications in various other areas:
including smart buildings, self-driven cars, transportation,
industry, agriculture, and energy. An IoT device can be either
a sensor or an actuator and can connect directly or indirectly
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to each other over the Internet. All together they form a huge
network consisting of more than 6 billion (as of 2018), more
than 14 billion (as of today, 2022") and estimated to be 20
billion (by 2024) devices [2]. Since the Internet of Things
consists of many devices communicating with each other,
this ecosystem should be well-designed to meet network,
system and security needs. IoT consumers need to trust this
ecosystem to adopt them in their daily lives as there exists
inherent privacy and security risks.

IoT applications are able to collect sensitive information
from sensors, users, devices and other systems. Moreover,
they can combine public and private data from several cross-
devices. Since IoT devices are increasingly becoming part of
our daily habits, the lack of strong authentication and access
control mechanisms intensify security and privacy concerns.
Weak credentials and lack of strong authentication mecha-
nisms are one of the key vulnerabilities of IoT systems [3].
Therefore, properly addressing security and privacy risks in

! https://iot-analytics.com/number-connected-iot-devices/.
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such environments and mitigating them are essential for the
sustainable growth.

Among the six security characteristics of confidentiality,
integrity, availability, authentication, access control, and non-
repudiation [4], this paper focuses on user authentication and
access control aspects of IoT security. We aim to build an
access control model for home IoT to protect smart home
devices from being used by unauthorized or potentially mali-
cious users. Home IoT needs fine-grained, contextual, and
dynamic access control to ensure personal data privacy and
prevent unauthorized accesses. For this reason, we envision
that the attribute-based access control (ABAC) is the most
suitable model for home IoT settings. As an observation,
smart home users tend to use biometric authentication sys-
tems when using smart home devices. In typical biometric
authentication systems, the user is either permitted or denied
as a whole. However, in our model, a user with a claimed
role can be granted/denied for specific functionalities sepa-
rately based on the authentication assurance level. As aresult,
access decision policy specification consists of (i) the func-
tionality granularity, (ii) the authentication assurance level,
and (iii) the user role.

In our extended ABAC model, after users (with claimed
role) send an access request and get authenticated via bio-
metric means, they obtain an authentication matching score
(AMS). Then, the FMR (False Match Rate) for the authenti-
cation matching scores of the users are computed. The score
is named as Access Decision Uncertainty Score (ADUS).
The ADUS is added to the user request as a regular attribute.
Then, access decision for the requested smart home device
functionality is based on the ADUS, the user’s role and other
environmental attributes. For example, smart home users
conveniently use voice assistants like Google Home to man-
age their smart home devices. In this way, they can easily do
online shopping, play music, vacuum clean home by simply
saying “Okay Google, vacuum clean home,” for instance.
Typically, authenticated home users are allowed to access
all smart devices in the house with every functionality even
if they need to use only specific functionalities. However,
in our fine-grained model, for instance, if the ADUS of the
authenticated user with the teenager role is no stronger than
FMR1000, he cannot perform online shopping but can play
music via Google Home Assistant. Whereas if the ADUS is
stronger (e.g., at FMR 10000) he can perform online shopping
or run other critical functionalities. The indicators FMR 100,
FMR1000 and FMR10000 are the FMR levels at the speci-
ficity levels of 1/100, 1/1000 and 1/10000, respectively. Since
ADUS is a FMR metric, the smaller the ADUS the stronger
the certainty of the user identity verification. The motiva-
tion to use ADUS (defined w.r.t. the FMR levels) instead of
authentication matching score (AMS) is to normalize across
wide range of biometric devices and algorithms for easy
comprehension and concise policy specification. The need
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for functionality-centric access control in IoT is noticeable,
but not enough attention by the literature has been paid so
far. Limited number of studies mention the importance of
a functionality-centric approach in IoT access control [5,6].
Beyond the literature, we go one step further and introduce
specifying access decisions based on the functionality’s crit-
icality level of basic, important, and critical. Indeed, the
criticality level can be treated as a regular attribute like other
environmental attributes. This way, the number of access pol-
icy rules can be reduced significantly since the access policies
are defined per functional criticality level instead of per func-
tionality. To sum up, our study extends the ABAC model by
(i) giving access decisions based on the ADUS of authenti-
cation matching score, (ii) the role of the user, (iii) and the
criticality level of the functionalities. The access decisions
can be permit, deny or escalate. We implemented our model
in XACML and presented some home IoT scenarios.

This paper is organized as follows. Section 2 explains the
importance of access control in smart homes. It discusses
smart home access control requirements and explains why
ABAC is more suitable for smart home [oT. It presents related
work as well. It also provides further discussion for the impor-
tance of secure access control for IoT applications. Section
3 presents the proposed AeABAC (Authentication-enabled
ABAC) model. First, it describes how to gauge assurance
level of user authentication by illustrating it on three sce-
narios. Next, it gives formal specification of the AeABAC
model and presents its feasibility. Then, it presents some
smart home scenarios and XACML implementation of our
model. Finally, it discusses how our model gives fine-grained
access control decisions. Section 4 concludes with some final
remarks.

2 The importance of access control for smart
homes

Things become smarter by being Internet-enabled and con-
nected to other devices. Although home IoT makes people’s
lives easier, it uses a significant amount of personal data to
work properly [7]. A compromised IoT device/application
may gather information from sensors and cross-devices or
may use their functionality maliciously [8]. Any unautho-
rized or malicious access on IoT devices might not affect
just a computer or a system, but it might have a severe effect
on the physical world [9]. There can be significant conse-
quences in the case when an unauthorized or a malicious
user gains access to smart home devices and uses them for
their purposes by involving them in the malicious network
[2].

Therefore, authentication and access control concepts are
the key factors addressing security and privacy issues for in-
home IoT [10]. Access control mechanism aims to protect
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private data by ensuring only the authorized people access
the resources with the privileges defined by access control
rules and policies.

2.1 Smart home access control requirements

Access control models in smart homes should take secu-
rity, privacy, and functionality into consideration [6]. Firstly,
they should not define permissions based on the device but
each device’s functionality. Access permissions for differ-
ent device functionalities should be created so that a user
accesses only required features of the devices regarding “the
least privilege” principle of information security. A user
should only have the necessary access rights to the device
to perform the functionality needed. Due to IoT’s connected
structure and existing authorization concept, there might be
a conflict between what a user thinks an IoT device/appli-
cation performs and what it does [8]. Two kinds of over
privilege have been observed in terms of IoT. One is a coarse
capability, and the other one is device-app binding which
is implicitly permitting unneeded functionalities [8]. There-
fore, home IoT needs fine-grained and precise access control
rules. For a secure smart home, access permissions should be
defined based on the device’s capabilities rather than based
on the device as a whole.

Multi-user accesses for multi-device scenarios need to be
considered as well. In smart home platforms, it is common
to give access to all devices in the smart home environment.
However, smart home users feel uncomfortable at defining
the same access permissions to other users like Spouse, Child
and Guest. The survey performed in the study [6] shows
the access decision requirements change according to dif-
ferent capabilities of the devices for different user roles.
For example, parents do not want their small children to
perform online shopping via voice assistant; on the other
hand, they do not see any problem with playing music or
turning on/off lights [6]. In one study, parents were asked
whether they preferred monitoring their teens using smart
locks and cameras. Most parents chose to monitor their teens
either through unrestricted access to logs or through real-time
access notifications. As a result, multi-user access control
rules for different functionalities of the devices in the home
IoT should be supported. Access permissions for each func-
tion should be specified according to its risk category and the
consequences of unauthorized or malicious accesses [6].

Because smart homes consist of several types of devices
and have dynamic nature in terms of users and environments,
they need context-aware, flexible, and fine-grained access
control policies [11]. Detailed access rules for multiple users
for different functionalities of devices should be considered
to make access control policies stronger.

2.2 Why ABAC?

First of all, access control mechanisms ensure the autho-
rization on the resources [12]. The traditional access control
methods are Discretionary Access Control (DAC), Manda-
tory Access Controls (MAC), and Role-Based Access Con-
trol (RBAC). MAC model provides multi-level security.
Each resource has a confidentiality level. Users can access
resources if it is permitted for the respective confidential-
ity level [13]. In DAC, a resource owner defines who can
access the resource with which rights. For example, in oper-
ating systems, the file owner determines access permissions
for his file. This model offers an elementary level of secu-
rity [13]. RBAC model grants permissions based on the roles
of the users. It uses role-permission, user-role, and role-role
relationships to make access decisions [7]. Even though it is
helpful in small environments, it may not meet IoT access
control needs due to its user-centric and static structure. Over-
all, the management efficiency of traditional access control
models is lower in terms of IoT requirements. It is hard to
implement detailed access control scenarios in these mod-
els and apply the least privilege principle [7]. However,
IoT needs a dynamic, fine-grained, and beyond user-centric
access control model.

Unlike the traditional access control models, ABAC does
not define access permission between subjects and resources.
Access permissions are defined based on the attributes. This
makes the ABAC model more flexible and dynamic, thus
more suitable for home IoT. New permissions can easily be
granted to attributes as new resources, contextual informa-
tion and actions are arrived to the existing system. ABAC can
convert the policies and rules into permissions dynamically
by retrieving attributes of the request. It needs to consider
all of the attributes due to subjects, resources, and environ-
mental conditions like current time and location. It should
respond to the changes in the attribute values of the request.
Attributes allow us to create access policies corresponding to
real-life scenarios to adapt to environmental changes. Subject
attributes further define the subject that requests a resource. It
canbe age, role, department, management level, etc. They can
be static (like roles) or dynamic (like age, time and weather).
A resource is managed by ABAC rules and policies and its
attributes, for instance, are resource type, sensitivity, resource
feature and classification. Finally, environmental attributes
can be about location, time, weather, and other dynamic
attributes like threat level or risk level [14].

The high-level ABAC definition depicted in the NIST
ABAC guide [14] is redrawn in Fig. 1. From the figure, the
ABAC model consists of Policy Enforcement Point (PEP),
Policy Decision Point (PDP), Policy Information Point (PIP),
and Policy Administration Point (PAP). The subject’s request
is met by PEP. PEP sends it to PDP to make an authoriza-
tion decision. PDP evaluates the subject’s request by finding
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Fig.1 High-level definition of ABAC model

corresponding access policies. If additional attributes are
needed, PDP requests more attributes about the request from
PIP. PDP then makes an authorization decision and forwards
it to PEP. According to the decision returned from PDP and
obligations, PEP permits or denies access to the resource
[15].

The number of different access condition combinations in
ABAC is much more than the traditional access control mod-
els [13]. Due to the variety of the attributes, it is possible to
define fine-grained access control rules and policies in con-
trast to traditional access control models [10]. Access policies
and rules consist of different subject, objects (as resources),
and environmental attributes. Also, with the help of environ-
mental conditions such as location, date-time, threat levels
and IP address, the ABAC model can support dynamic and
contextual access control rules [13].

Supporting interoperability is the another reason making
ABAC more convenient for home [oT. As long as attributes
of unknown users meet the criteria of some existing policies
and rules, the user gains access to the related resource [10].

To summarize, because of its dynamic nature, home IoT
needs an access control mechanism that is dynamic, context-
aware, beyond user-centric, and supports fine-grained poli-
cies. Therefore, the ABAC model is a good match by creating
flexible and dynamic access control rules through attributes.
Access permissions are defined for attributes, not for iden-
tities. It is not user-centric; instead, it establishes allowable
operations for a set of attributes. Environment attributes make
it context-aware by getting information about the current
time, location, sensors, threat level, IP address and others.

2.3 Related work

There have been several models proposed to improve access
control for IoT. Some of them offer extensions to ABAC
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[16-18] and some of them suggest using ABAC for IoT
[19,20]. Other studies focus on secure accessing of sensitive
data in IoT, thus proposing blending blockchain technology
and ABAC model [21,22]. Song et al. [22] offer to use smart
contracts for access control decision-making to implement
a trustworthy access control model. Aghili et al. [21] pro-
poses Multi-Level Security ABAC (MLS-ABAC) scheme
that uses an authorized encryption strategy to safeguard the
data integrity, in addition to taking security-level verification
and dynamic features into account. While [21] enhances the
security and privacy of [oT systems by adding a security-level
verification before partial decryption, our model improves
the security level of authentication.

Cathey et al. [23] uses edge-centric access control struc-
ture in [oT by suggesting a Tag-Based Access Control design
that focuses on splitting data into many digital twins. Giving
access to specific subsets of data within shadows is a sort of
tag-based access control since the data in a given shadow are
directly tied to the tags applied to that data. Goyal et al. [24]
present a prototype for using ABAC for in-home IoT appli-
cations. They define policies at the device level by evaluating
users, devices, and operation attributes. Our model is differ-
ent in terms of defining policies at a device’s functionality
level. In addition, [25] presents an Activity-Centric Access
Control (ACAC) model for smart ecosystem. An activity is
defined as functions, i.e., capabilities that different devices
can perform at a certain time. A device can perform one or
multiple activities. Activities can be related to each other
or need to be performed in a particular order. They evalu-
ate environmental conditions, obligations, and mutability of
activities of the attributes in access decisions. The proposed
model can be considered as a fine-grained functionality-
based access control model. Later in [26], Sandhu et al. take
a step forward and defines components of the ACAC pre-
sented in [25] and compare it with other models. Even though
they care about the need for a fine-grained access control
model for IoT, we have not come across any work using the
assurance level of user authentication from biometric authen-
tication systems during access decisions. In the study [16],
the certainty of the user is considered, but it is calculated via
behavior anomaly techniques. Similarly, in the study [17],
some machine learning techniques are used to get the proba-
bility of risk associated with the user. Since it’s approach of
machine learning depends on large login logs, it is not cold-
start free. Our work is the first that considers the assurance
level of user authentication from statistics (through bounded
FMR) point of view and granting fine-grained permissions
for device functionalities accordingly.

The need for functionality-centric access control in 10T is
noticeable, but not enough attention has been paid so far.
Some studies mention the importance of a functionality-
centric approach in IoT access control [5,6]. He et al. [6]
emphasizes the gap that the authentication in a smart home
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Table 1 Locating our proposal of AeABAC within the literature

Ref nos.  Access control model Assurance level Cold start Functionality centric Functionality categorization Bounded FMR
[16] ABAC Yes No No No No

[17] Adaptive Risk Aware ABAC Yes No No No No

[25] Activity Centric Access Control No NA Yes Partial No

[5] Functionality Centric Access Control No NA Yes No No

[6] NA No NA Yes Partial No

[26] Activity Centric Access Control No NA Yes Partial No

[27] ABAC No NA No No No

[23] Tag Based Access Control No NA No No No

[24] ABAC No NA No No No

[22] ABAC No NA No No No

[21] Multi-Level Security ABAC (MLS-ABAC) No NA No No No

Our model AeABAC Yes Yes Yes Yes Yes

is based on a single user per device. They performed a user OBIECT ,\wfi.’%fé}.-.m

study and found that smart home users prefer different access

control policies for different functionalities of a single device. =S—
They also take into consideration who uses which functional- &
ity of the device under which conditions such as the location S Ay e
of the user, weather, and time. Unfortunately, [6] does not DENER RS

relate this approach to any access control model. Zeng and ‘.N..-’E‘il}i.‘.f??.;m S{(ii:‘{.l(‘)\ nm-f%ffglow
Roesner [27] designed smart home application by addressing — i
multi-user smart homes security and privacy needs men- s (WO R e

tioned in [6] and other studies. While their approach includes
role-based, location-based, supervisory, and reactive access
controls, they do not take into account the uncertainty of the
user’s real identity during authentication.

Table 1, in summary, locates our proposal of AeABAC
within the literature and contrasts it with other studies along
five dimensions: Assurance Level of User Authentication,
Cold Start (i.e., whether the assessment of uncertainty of
user identity requires large login logs), Functionality-centric,
Functionality Categorization, and Bounded FMR.

3 AeABAC model

This paper is an extended version of the paper “Extending
Attribute-Based Access Control Model with Authentica-
tion Information for Internet of Things” published in the
2020 International Conference on Information Security and
Cryptology (ISCTURKEY). In the previous work [28] our
approach was giving access permissions based on several
threshold values. Even if we mentioned the difficulty of
choosing several thresholds and suggested using perfor-
mance metrics instead, it was left as a future work. In this
paper, we focus on using performance metrics instead of
defining several threshold values. Our contribution is dis-
cussing performance metrics deeply and choosing FMR of
authentication matching score. As a result, access control

(AMS) is
measured

recognition efc.

\

Fig.2 Our AeABAC model as an extension of ABAC model

policies are defined in terms of the ADUS and the func-
tionality grouping. We group device functionalities based on
their criticality level as basic, important, and critical and give
access decisions accordingly. As a result, we end up with a
more concise and convenient model especially for IoT appli-
cations where the user authentication is through biometric
means. The AeABAC model, as an extension of ABAC, is
shown in Fig. 2.

3.1 Assessing the assurance level of user
authentication

In smart home environment, physical and behavioral biomet-
ric authentication methods are expected to be used instead
of traditional authentication methods. Physical biometrics
is about measurements of the human body signatures. Face
recognition, hand geometry, fingerprint recognition, and
DNA matching are some examples of physical biometrics.
On the other hand, behavioral biometrics are associated
with users’ unique movements or habits. Keystroke dynam-
ics, voice recognition, and signature recognition are some
of the behavioral biometrics methods. Among them voice
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recognition and fingerprint recognition are the most popular
biometric means used in [oT applications [29].

Biometric systems use algorithms to decide whether to
permit or deny access requests. They calculate authenti-
cation matching score (AMS) of the user by executing
preprocessing, scoring, and thresholding phases to make
the authentication decision [30]. The AMS is obtained by
measuring the similarity between collected samples and the
presented sample. If the score is above a predefined threshold,
a match decision is made; otherwise, a non-match decision
is made [31]. There are two types of error rates: False Match
Rate (False Accept Rate) and False Nonmatch Rate (False
Reject Rate). If the imposter’s sample is accepted as a match
for a legitimate user’s template, it is called a False Match. On
the other hand, if the legitimate user’s sample is declared as a
nonmatch, it is called a False Reject. The error rates depend
on the threshold value, i.e., they change as the threshold value
changes [32]. As a result, deciding on the threshold value is
crucial for granting accesses to the legitimate users. As stated
in [30], the threshold value selection is a tradeoff between the
two error types.

As discussed, the access request is granted only if the
AMS is above the threshold. In our study, rather than using
the AMS directly for access decision, we propose to trans-
form this score so that it is comparable with FMR to evaluate
the assurance level and give access permissions accordingly.
The next question is how to obtain FMR levels for the speci-
ficity of devices and algorithms. This information can be
obtained through (i) collecting large login samples during
operation, (ii) manufacturer specifications given in the white
papers, or (iii) benchmarking services. As an example in this
paper, we will employ the reported results for the bench-
mark FV-HARD-1.0 of FVC-onGoing project [33,34] which
offers benchmarks with specific datasets and testing pro-
tocols for several biometric algorithms such as fingerprint
verification [35]. It compares the performance of several
algorithms on the same benchmark and publishes the sta-
tistical performance results. For the fingerprint verification
task, for instance, the False Non Match Rate (FNMR) and
False Match Rate (FMR) are computed at different threshold
values. To compute the FNMR and FMR, genuine (match-
ing two fingerprints from the same finger) and impostor
(matching two fingerprints from different fingers) attempts
are made [35]. The genuine and the impostor matching score
distributions are computed and plotted as a histogram at
the FVC-onGoing project website [33]. In fingerprint ver-
ification, higher matching scores are associated with more
closely matching images. They obtain score distributions for
impostors and genuine at the thresholds between 0.0 and 1.0.
Among other score distributions, FMR and FNMR scores
are computed for the threshold 7, ranging from 0.0 to 1.0.
Then Decision Error Tradeoff (DET) graph is plotted as well,
where the pairs (FMR(#), FNMR(#)) are plotted along the
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two axis [35]. The DET graph shows the lowest FNMR at
the specified FMR levels.

For a comprehensive and concise policy specification that
does not change from device to device and algorithm to
algorithm we need a normalization. At this point, FMR is
a good choice as it gives how far the AMS is from the thresh-
old value. Indeed, there may be significant FMR differences
for seemingly similar AMSs. Likewise, seemingly dissimi-
lar AMSs on different biometric systems may yield similar
distances from the respective thresholds, but again exhibit
significant dissimilar FMRs. To be more concrete, we show
them through three scenarios.

3.1.1 Scenario l

In the first scenario, we assume there are two users, Bob and
Mary. They use the same smart device which authenticates
users via a fingerprint reader that uses the fingerprint match-
ing algorithm HXKJ V4.3 on FV- HARD-1.0 presented in
the FVC-onGoing project [33]. Bob tries to unlock the smart
door using his finger and gets an AMS of 0.8. Later, Mary
tries to open the smart door via fingerprint and gets an AMS of
0.7. Suppose the threshold T is picked as to satisfy FMR(T) =
FMR110. We want to analyze what differs if a user gets AMS
of 0.7 or 0.8. To clarify this point, we use the performance
results (shown in Fig. 3) of fingerprint matching algorithm
HXXKIJ V4.3 on FV- HARD-1.0 [33,34]. We propose to make
access decisions based on the FMR of the matching scores.
The FMR and FNMR for the AMS of 0.7 and the AMS of 0.8
should be calculated to understand the certainty level of users.
The DET graph plotted for this algorithm provides the neces-
sary information. It shows the corresponding FNMR values
when FMR 1is 0.01, 0.001, and 0.0001. We assume when the
AMS is &~ 0.7, the FMR is close to FMR(T+0.1). When
the AMS is &~ 0.8, the FMR is close to FMR(T+0.2). Even
though there is a slight difference between the two AMSs,
the corresponding FMR values for the two scores differ sig-
nificantly (one order of magnitude) as shown in Fig. 4.

3.1.2 Scenario ll

We assume the single-user Bob uses two smart devices using
different biometric authentication algorithms in this scenario.
The first one is the smart door lock as in the first scenario
that uses fingerprint algorithm HXKJ V4.3 on FV-HARD-
1.0, and the other one is a smart camera using the fingerprint
matching algorithm MMFV 12.0 on FV-HARD-1.0 [34]. The
score histogram, match rate graph, and DET graph of the
MMFV 12.0 algorithm are given in Fig. 5 [33,34]. Two sys-
tems can have different confidence levels for the same user.
For example, Bob gets an AMS of 0.7 in the smart lock so the
corresponding FMR is FMR(T+-0.2) where FMR(T) is equal
to FMR110. On the other hand, he receives an AMS of 0.4
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when authenticating at the smart camera. The correspond-
ing FMR is around FMR(T+0.2) where threshold FMR(T)
is equal to FMR120, which is good for matching algorithm
MMFV 12.0. When comparing the two AMSs, the uncer-
tainty left with the Bob’s identification is not the same, even
though the matching scores are 0.2 points ahead of the respec-
tive threshold T (Fig. 6). Therefore, access decisions based
on FMR provides us with a more accurate certainty level of
authentication.

3.1.3 Scenario lll

This scenario is similar to the Scenario I. Again there are
two users, say Eric and Jane, but they use palmprint veri-
fication for the authentication. This time, they both utilize
the same smart security camera, which authenticates users
via a palmprint verification that uses the algorithm HXKJ
3.02 on PV-FULL-1.0 presented in the FVC-onGoing project
[34]. Suppose they are successful at their attempt to access
the smart camera with AMSs of 0.5 (Eric) and 0.6 (Jane).
Suppose the threshold T is chosen so as to satisty FMR(T)
= FMR120. We are interested in how far the AMSs of 0.5
or 0.6. To demonstrate this point, we use the performance
results of the palmprint verification algorithm on PV-FULL-
1.0 [33,34]. The score histogram, match rate graph, and DET
graph for the HXKJ 3.02 algorithm are given in Fig. 7 [33,34].
Those plots are informative to answer our point of interest.
Aligning the two AMSs, with the AMS of 0.5 the FMR is
close to FMR(T+0.1) and with the AMS of 0.6 the FMR is
close to FMR(T+0.3). Even if the two AMSs slightly differ,
we see from Fig. 8 that there exists an order of magnitude
difference in terms of the FMR.

3.2 AeABAC for smart homes
This section defines our AcABAC (Authentication-enabled

Attribute-based Access Control) model, which is intended for
user-to-device interaction in smart homes. We propose a for-
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mal specification of the AeABAC model based on the basic
framework presented in the study [36]. Our proposal extends
Ameer et al. [36] by introducing the ADUS as an important
regular attribute. The basic components of AeABAC model
include: Users (U), Sessions(S), Devices(D), Environment
Situations (ES), and Policies(P).

3.2.1 Definitions

Users(U): Set of entities that perform operations on devices.
Sessions(S): Set of all user sessions that are created and

ended by users during they perform action on devices. Each

session is associated with a user who manages the session.

Devices(D): Set of smart home devices like smart door
locks, camera, and voice assistants.

Device Functionalities(DF): Set of functionalities that
users may perform on devices as defined by the device man-
ufacturer.

Functionality Types: An atomic attribute that describe
the criticality level of device functionalities such as basic,
important, critical.

Authentication Matching Score(AMS(u)): A user attri-
bute with a value of 0.0 to 1.0 that is calculated by the bio-
metric system that authenticates the user.

Access Decision Uncertainty Score(ADUS(u)): A func-
tion that takes the user authentication matching score as input
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and gives FMR for the AMS for the user. It returns the result
of FMR(AMS(u)).

Environment Situations (ES): Set of environment situa-
tions that represent the current state at a specific point in time
such as IP address, temperature, time, or weather.

3.2.2 Attributes

Users, sessions, devices, environment situations, device fea-
tures, and operations have properties that are called attributes.
The set all of attributes consist of User Attributes (UA), Ses-
sion Attributes (SA), Device Attributes (DA), Device Feature
Attributes (DFA), Operation Attributes (OA), and Environ-
ment Situation Attributes (EA). Attributes are functions that
take an entity and returns a specific value from its range.
They may have either atomic or set value. A finite collec-
tion of atomic values defines an attribute range. A set valued
attribute returns a subset of the range, but an atomic valued
attribute returns one value from the range.

Each attribute att € UA USA UDA UDFA UESA has
a finite set of atomic values, denoted with Range(att). The
property attType(att) € {set, atomic} specifies attributes
to be set or atomic valued.

User Attributes (UA): The set of user attributes for users.
Role, age, and gender are example of user attributes. Each
attribute function att, in UA, maps users in U to attribute
values.

atty, U — 2Rangeatt) 5 g1t Type(art,)= set

att, ‘U — Range(att,) if attType(att,)= atomic

Session Attributes (SA): The set of subject attributes for
subjects. They inherit the attributes of the user who created
the session, formally SA(s) € UA(sessionUser(s)) for
each s € S. Each attribute function atz; € SA maps sessions
in S to attribute values.

atts :S — 2Rangelatty) §f g1t Type(atts)= set

atts :S — Range(att;) if attType(att;)= atomic

Device Attributes (DA): The set of attributes that define
smart devices such as living room devices. They are partial
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functions so some devices may have no attributes assigned.
Each attribute function att; € DA maps each device in D to
attribute values.

atty :D — 2Range(atta) §f 11 Type(atty)= set

atty :-D — Range(atty) if attType(atty)= atomic

Device Functionality Attributes (DFA): The set of
attributes that define smart device functionalities such as
turning on/off, online shopping, playing music and lights
on/off. Each attribute function att;y € DFA maps each
device functionalities in DF to attribute values.

attyy :DF — 2Ranse(@iiay) if 1t Type(attyr)= set

attyy :DF — Range(attyy) if attType(attys)= atomic
Also, each device functionality has a type such as basic,
important and critical.

Environment Situation Attributes (ESA): Set of att-
ributes that represent current environment situation such
as temperature, time or weather. Each attribute function
att,s € ESA maps environment situations in ES to attribute
values.

attys \ES — 2Range(attes) if g1 Type(att,s)= set

attes 'ES — Range(attes) if attType(att,s)= atomic
Policies(P): Authorizations on the basic components can be
specified through policies or authorization rules. Policies are
boolean functions that take session, device, and environment
attributes for the instance and evaluate if the requested oper-
ations should be permitted.

Access Decision: The access decision takes six inputs
that are session user u € U with the authorization deci-
sion score ADUS(u) during the session s € § is permitted to
perform an operation for the device functionality df € DF
on the device d € D at the environment situations es € ES
if ADUS(u) satisfy isAllowable(s:S, ADUS(u), es:ES, d:D,
df:DF). Therefore each access decision is associated with an
attribute-based authorization policy that determines whether
a user should get that permission on a device. An autho-
rization policy compares the necessary session, environment,
device, device feature attributes, and ADUS for the user to
make the access decision.

3.2.3 Examples

We describe some example rules to show the components and
configurations of AeABAC model. In the first rule, the roles
of parent and teenager with ADUS stronger than FMR1000
can access important functionalities of any device within the
home. In the second rule, all users inside the home with
ADUS at least FMR 100 can perform basic device function-
alities. We can define and configure the AeABAC model and
specify the rules as follows:

U = { Tracy, Bob, Meggy}

UA = { Role, Location}

Role(u) : U — {parent, child, teenager, babysitter, guest }

Location(u) : U — {inside, outside}

@ Springer

Role ( Tracy) = parent

Role ( Bob) = teenager

Role ( Meggy) = babysitter

SA = {Role, Location}

D= {GoogleHomeAssistant, PhilipsHueLLamp, Android-
Box, DoorLock, Camera}

DFGoogleHomeAssistant = {OnlineShopping, PlayingMu-
sic, TurningOn, TurningOff }

D F pnaroidBox = {NetFlix, Youtube, Spotify, PlayGame}

DFPhilipsHueLamp = {ON, OFF}

D FpoorLock = {Open, Close}

D Fcamera = {Open, Close,ChangeAngle, ViewRecords}

DFA={Type}

Type(df): DF — { Basic, Important, Critical}

Type(OnlineShopping) = Type(ChangeAngle) =

Type(ViewRecords) = Critical

Type(ON) = Type(OFF) = Type(PlayGame) =

Type(Open) = Type(Close) = Important

Type(PlayingMusic) = Type(NetFlix) = Type(Youtube) =
Type(Spotify) = Basic

ES= { Now}

ESA= { day}

day(es): ES — {S,M,T,W,Th,ESa}

We can express the scenarios mentioned above formally
as:

The first rule: isAllowable(s:S, ADUS(u), es:ES, d:D,
df:DF) = (Role(s) =teenager V Role(s) =parent A ADU S (u)
< FM R1000 A (Type(df) = Important)) A Location(s)=inside
)

The second rule: isAllowable(s:S, ADUS(u), es:ES, d:D,
df:DF) = (ADUS(u) < FMRI100 A Type(df) = Basic A
Location(s)=inside )

3.3 Functionality-based access decisions

Defining functionality-based access control policies is essen-
tial to ensure the most secure access control. It is also vital
to guarantee that the person granted with access is the one
who prevent the device from being used maliciously [6]. In
our model, measuring the ADUS for an authentication score
is essential to ensure the subject’s identity. As a result, we
categorize access decisions into three types of functionalities
as basic, important, and critical. Basic functionalities are not
considered risky in case of unauthorized access. They may
be vacuuming, turning lights on, turning on the TV, or play-
ing music. Important functionalities are considered risky in
case of malicious or unauthorized accesses happen. Exam-
ples include locking the door, turning on the oven, or turning
the lawnmower on. Lastly, critical functionalities are consid-
ered most risky in case of unauthorized accesses are granted.
Examples include turning on/off camera, online shopping,
and deleting access logs. Note that even the important and
critical functionalities should be treated differently. Besides
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CRITICAL
FMR10000<ADUS<=
FUNCTIONALITIES ADUS<=FMR100 FMR1000 ADUS>FMR10f

ET 3 Permit Escalate (2FA) Deny
Permit Escalate (2FA) Deny
Deny Deny Deny
Deny Deny Deny
[Guest Ll Deny Deny

IMPORTANT
FUNCTIONALITIES ADUS<=FMR100! :m:igggO<ADUS<- ADUS>FMR1000

[Spouse Escalate (2FA) Deny
Permit Escalate (2FA) Deny
Deny Deny Deny
Permit Escalate(2FA) Deny
T Permit Escalate(2FA) Deny

BASIC FUNCTIONALITIES ADUS<= FMR100
ETT I Permit
Permit

Child Deny

Babysitter Permit

Permit

Fig.9 Tabular representation of access decisions rules

CRITICALITY LEVEL OF
FUNCTIONALITY
Online Shopping

Turning Camera On/Off
Switch On/Off
Administrative Features
Playing Music

Lights On/Off

0000&0

Fig. 10 Tabular representation of criticality level for functionalities

permit and deny, we also allow the escalate to be specified
for manual privilege escalation.

A nice feature of our AeABAC model is that simple rules
can be edited conveniently using a spreadsheet as shown in
Fig. 9. In the figure, there are separate tables for each crit-
icality level, and within each table the rows correspond to
roles and columns correspond to the various uncertainty lev-
els. Likewise, as shown in Fig. 10, the functionalities can
be assigned with criticality levels. The tabular rule editing
brings a significant convenience for policy specification.

3.3.1 Feasibility

We aim to make the smart devices’ authorization accurately
and efficiently. For assessing our model’s feasibility, we
assume there are n different biometric devices in our smart
home environment. Since the authorization decisions are
based on criticality levels and ADUS, within the AeABAC
model it suffices to define only one rule for each criticality
level as shown in Fig. 9. Recall that the metric ADUS normal-
izes the uncertainty levels across all of the devices and there
is no need for a separate rule definition for each biometric
authentication device. Since the same ADUS score for each
device are likely to be obtained for distinct values of AMSs,
we need to repeat the tables in Fig. 9 for each device if the
same effect is desired in terms of AMSs.

CRITICAL
FUNCTIONALITIES AMS>=0.85 0.85>AMS>=0.7 AMS<0.7

ETTT 3 Permit Escalate (2FA) Deny
Permit Escalate (2FA) Deny
Deny Deny Deny
Deny Deny Deny
[T Deny Deny Deny

CRITICAL
FUNCTIONALITIES AMS>=0.6 0.6>AMS>=0.5 AMS<0.5

BT Pernit Escalate (2FA) Deny
Permit Escalate (2FA) Deny
_ Deny Deny.

Deny Deny

Deny Deny

CRITICAL
FUNCTIONALITIES >AMS>=0.2 AMS<0.2

Escalate (2FA) Deny

Teenager Permit Escalate (2FA) Deny
Deny Deny Deny
Deny Deny Deny

Deny Deny Deny

CRITICAL
FUNCTIONALITIES AMS>=0.7 >AMS>=0.55 AMS<0.55

Permit Escalate (2FA) Deny
Teenager Permit Escalate (2FA) Deny
Deny Deny Deny
Deny Deny Deny
Deny Deny Deny

CRITICAL
FUNCTIONALITIES AMS>=0.5 >AMS>=0.4 AMS<0.4

Permit Escalate (2FA) Deny
Teenager Permit Escalate (2FA) Deny
[Child Y Deny Deny
Deny Deny Deny
[Guest Ly Deny Deny

Fig. 11 Tabular representation of access decisions rules using AMSs
for five distinct biometric devices

Table 2 The number of rules within the access policies

# of devices ABAC AeABAC
(using AMS) (using ADUS)

5 nx35 =175 35

n nxm m

For a particular configuration, suppose we have n = 5
different biometric devices. The same access decisions for
critical functionalities shown in Fig. 9 (which defines rules in
terms of ADUS) need to be repeated for five distinct devices
as shown in Fig. 11 (which defines rules in terms of AMS).
The reason for the repeat for each device is that the same
ADUS is obtained at different AMSs for the five devices.
For instance, from the figure, the ADUS = FMR10000 is
obtained at AMS = 0.85 for Device 1 and at AMS = 0.6 for
Device 2, and so on. As a result, AeABAC attains compre-
hensive, concise and efficient access policies.

Table 2 shows how concise the AeABAC model in com-
parison to basic ABAC models, for the particular example
given in Fig. 9 (35 rules) and the scenario expressed in Fig.
11 (5 devices, 175 rules), and for the general case of m rules
and n devices. Clearly, the number of rules is # times smaller
with AeABAC.
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3.4 Sample smart home scenarios and XACML
implementation

In this scenario, we have Google Home Assistant, Philips
Hue Smart Lock, Xiaomi Mi Home Security Camera in our
small home environment, as visualized in Fig. 12.

As the policy ingredients, we have following components.
The user profiles are spouses, children, teenagers, babysit-
ters, and guests. We use Security Policy Tool to implement
our scenarios in Extensible Access Control Markup Lan-
guage (XACML), an attribute-based access control standard.
Subject, Resource, Environment and Actions are defined
as shown in Figs. 13 and 14. We define the ADUS lev-
els as strong (where ADUS < FM R10000), good (where
FMR10000 < ADUS < FMRI1000) and weak (where
FMRI000 < ADUS < FMRI100), and low (where
FMR100 < ADUS). Policies for permit and deny rules
for each criticality levels can be expressed under different
subsections for the sake of modularity (Fig. 15). Using the
components, a sample XACML policy specification with four
permit rules projected on critical functionalities is given in
the Appendix.

4 Conclusion

Smart home environments consist of various devices and
users, so it needs a dynamic, fine-grained, and context-aware
access control models. This paper discussed access control
models in the Internet of Things and proposed our extended
version of the ABAC model, named as AecABAC. We aim
to extend the ABAC model to a fine-grained access control
model by offering to use access decision uncertainty scores
in addition to subject, object, and environmental attributes in
access control rules and policies to make more detailed and
granular access decisions. To decide how to measure authen-
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Attribute
% Subject
Role ; http:/ /www.w3.0rg/2001/XMLSchema#string
Spouse
Teenage
Child
Guest
Babysitter
Resource
VoiceAssistant ; http:/ /www.w3.0org/2001/XMLSchema#string
Google Home
SecurityCamera ; http://www.w3.0rg/2001/XMLSchema#string
Xiaomi Mi Home Security Camera
SmartLock ; http:/ /www.w3.0rg/2001/XMLSchema#string
Philips Hue
& Action
Critical Functionalities ; http://www.w3.0rg/2001/XMLSchema#string
Online Shopping
Camera ON/OFF
Important Functionalities ; http://www.w3.0rg/2001/XMLSchema#string
Switch ON/OFF
Administrative Features
Basic Functionalities ; http://www.w3.0rg/2001/XMLSchema#string
Play Music

Lights ON/OFF

Fig. 13 Subject, resource, and actions attributes

@ Environment

Location ; http://www.w3.0rg/2001/XMLSchema#string
At Home
Outside Home
Work

Time ; http://www.w3.0rg/2001/XMLSchema#string
Morning
Noon
Evening
Night

FMR Interval ; http:/ /www.w3.0rg/2001/XMLSchema#string
Strong FMR
Good FMR
Weak FMR

Low FMR

Fig. 14 Environment attributes
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Model

+5a ABAC
ImportantPermitsPolicy: Deny-overrides & Deny Biased
ImportantDeniesPolicy: Deny-overrides & Deny Biased
CriticalDeniesPolicy: Deny-overrides & Deny Biased
CriticalPermitsPolicy: Deny-overrides & Deny Biased
BasicPermitsPolicy: Deny-overrides & Deny Biased

BasicDeniesPolicy: Deny-overrides & Deny Biased

Fig. 15 Smart home ABAC policies

tication score, we investigated some performance metrics.
Performance metrics are functions of thresholds, while in
our model, they are functions of matching scores, in partic-
ular function of false matching rate (FMR). We use FMR
performance metrics as a regular attribute during access pol-
icy specifications. This way we achieve normalized and easy
to comprehend metrics that quantifies the uncertainty on user
identification from the biometric authentication devices. The
feasibility study of AeABAC has shown that it attains con-
cise and more comprehensive access policies. We have also
shown that the AeABAC model can be implementable in
XACML through a smart home IoT case study. Applicabil-
ity of AeABAC beyond home IoT remained as a future work.
In another future work, we plan to investigate how privacy
issues relate to the access decisions.
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Appendix

A sample policy specification with four permit rules (pro-
jected on critical functionalities).

<?xml version="1.0" encoding="UTF-8"7>
<Policy xmlns="urn:oasis:names:tc:xacml:3.0
:core:schema:wd —17" Policyld="
urn:infobeyondtech:securitypolicytool:smartHome
.spt:ABAC:CriticalPermitsPolicy"
RuleCombiningAlgld="urn:oasis:names:tc:xacml:3
.0 :rule —combining —algorithm:ordered —deny—
overrides" Version="1.0">
<Target></Target>
<Rule Effect="Permit" Ruleld="rule_1">
<Target>

<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:]1
.0 :function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http://www.w3.
org/2001/XMLSchema#string ">Spouse</
AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
::subjectcategory:accesssubject"
Attributeld="
urn:oasis:names:tc:xacml:1.0
:subject:Role" DataType="http: //www
.w3.0rg/2001/XMLSchema#string"
MustBePresent="true "></
AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:]I
.0 :function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org /2001/XMLSchema#string ">Xiaomi
Mi Home Security Camera</
AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
rrattributecategory:resource "
Attributeld="
urn:oasis:names:tc:xacml:1.0
:resource:SecurityCamera" DataType=
"http: //www.w3.0rg/2001/XMLSchema#
string" MustBePresent="true "></
AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:]I
.0 :function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org/2001/XMLSchema#string ">Camera
ON/OFF</ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
irattributecategory:action”
Attributeld="
urn:oasis:names:tc:xacml:1 .0
raction:Critical Functionalities"
DataType="http: //www.w3.0rg/2001/
XMLSchema# string " MustBePresent="
true "></ AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:1
.0 :function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http://www.w3.
org/2001/XMLSchema#string ">Strong
FMR</ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
crattributecategory:environment"
Attributeld="
urn:oasis:names:tc:xacml:1.0
cenvironment:Access Decision Score"
DataType="http: //www.w3.0rg/2001/
XMLSchema# string" MustBePresent="
true "></ AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:]I
.O:function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
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<AttributeValue DataType="http: //www.w3.

org /2001/XMLSchema#string ">At Home<
/ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
:rattributecategory:environment"
Attributeld="
urn:oasis:names:tc:xacml:1.0
cenvironment:Location" DataType="
http: //www.w3.0rg/2001/XMLSchema#
string " MustBePresent="true "></
AttributeDesignator>
</Match>
</ A110f>
</ AnyOf>
</ Target>
</Rule>
<Rule Effect="Permit" Ruleld="rule_2">
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:1
.0 :function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org/2001/XMLSchema#string ">Teenage<
/ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3.0
::subjectcategory:accesssubject”
Attributeld="
urn:oasis:names:tc:xacml:1.0
:subject:Role" DataType="http: //www
.w3.0rg/2001/XMLSchema#string"
MustBePresent="true "></
AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:1
.0 :function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org /2001/XMLSchema#string ">Xiaomi
Mi Home Security Camera</
AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
rrattributecategory:resource "
Attributeld="
urn:oasis:names:tc:xacml:1.0
:resource:SecurityCamera" DataType=
"http: //www.w3.0rg/2001/XMLSchema#
string" MustBePresent="true "></
AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:|1
.0 :function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org /2001/XMLSchema#string ">Camera
ON/OFF</ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
rrattributecategory:action”
Attributeld="
urn:oasis:names:tc:xacml:1.0
raction:Critical Functionalities"
DataType="http: //www.w3.0rg/2001/
XMLSchema#string " MustBePresent="
true "></ AttributeDesignator>
</Match>
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<Match Matchld="urn:oasis:names:tc:xacml:]I
.0 :function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org/2001/XMLSchema#string ">Strong
FMR</ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
crattributecategory:environment"
Attributeld="
urn:oasis:names:tc:xacml:1.0
renvironment:Access Decision Score”
DataType="http: //www.w3.0rg/2001/
XMLSchema#string " MustBePresent="
true "></ AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:1
.0:function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org/2001/XMLSchema#string ">At Home<
/ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3.0
crattributecategory:environment"
Attributeld="
urn:oasis:names:tc:xacml:1.0
cenvironment:Location" DataType="
http: //www.w3.0rg/2001/XMLSchema#
string" MustBePresent="true "></
AttributeDesignator>
</Match>
</ Al1Of>
</ AnyOf>
</ Target>
</Rule>
<Rule Effect="Permit" Ruleld="rule_3">
<Target>
<AnyOf>
<AIlOf>
<Match Matchld="urn:oasis:names:tc:xacml:]I
.0:function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org /2001/XMLSchema#string ">Teenage<
/ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
::subjectcategory:accesssubject"
Attributeld="
urn:oasis:names:tc:xacml:1.0
:subject:Role" DataType="http: //www
.w3.0rg/2001/XMLSchema#string"
MustBePresent="true "></
AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:1
.0:function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org/2001/XMLSchema#string ">Google
Home</ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3.0
rrattributecategory:resource "
Attributeld="
urn:oasis:names:tc:xacml:1.0
:resource:VoiceAssistant" DataType=
"http: //www.w3.0rg/2001/XMLSchema#
string" MustBePresent="true "></
AttributeDesignator>
</Match>
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<Match Matchld="urn:oasis:names:tc:xacml:]I
.0 :function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org /2001/XMLSchema#string ">Online
Shopping</ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
rrattributecategory:action”
Attributeld="
urn:oasis:names:tc:xacml:1.0
raction:Critical Functionalities"
DataType="http: //www.w3.0rg/2001/
XMLSchema#string" MustBePresent="
true "></ AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:1
.0:function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org/2001/XMLSchema#string ">At Home<
/ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
crattributecategory:environment"
Attributeld="
urn:oasis:names:tc:xacml:1.0
cenvironment:Location" DataType="
http: //www.w3.0rg/2001/XMLSchema#
string" MustBePresent="true "></
AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:]1
.O:function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org/2001/XMLSchema#string ">Strong
FMR</ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
crattributecategory:environment"
Attributeld="
urn:oasis:names:tc:xacml:1.0
cenvironment:Access Decision Score”
DataType="http: //www.w3.0rg/2001/
XMLSchema#string " MustBePresent="
true "></ AttributeDesignator>
</Match>
</ A110f>
</ AnyOf>
</ Target>
</Rule>
<Rule Effect="Permit"
<Target>
<AnyOf>
<AllOf>
<Match Matchld="urn:oasis:names:tc:xacml:]1
.0:function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">

Ruleld="rule_4">

<AttributeValue DataType="http: //www.w3.

org/2001/XMLSchema#string ">Spouse</
AttributeValue>

<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
::subjectcategory:accesssubject”
Attributeld="
urn:oasis:names:tc:xacml:1.0
:subject:Role" DataType="http: //www
.w3.0rg/2001/XMLSchema#string"
MustBePresent="true "></
AttributeDesignator>

</Match>

<

<Match Matchld="urn:oasis:names:tc:xacml:]I
.0:function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org/2001/XMLSchema#string ">Google
Home</ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
rrattributecategory:resource "
Attributeld="
urn:oasis:names:tc:xacml:1.0
:resource:VoiceAssistant" DataType=
"http: //www.w3.0rg/2001/XMLSchema#
string" MustBePresent="true "></
AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:1
.0:function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org/2001/XMLSchema#string ">Online
Shopping</ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3.0
crattributecategory:action”
Attributeld="
urn:oasis:names:tc:xacml:1.0
raction:Critical Functionalities"
DataType="http: //www.w3.0rg/2001/
XMLSchema# string" MustBePresent="
true "></ AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:]1
.0:function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org /2001/XMLSchema#string ">At Home<
/ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3 .0
crattributecategory:environment"
Attributeld="
urn:oasis:names:tc:xacml:1.0
cenvironment:Location" DataType="
http: //www.w3.0rg/2001/XMLSchema#
string" MustBePresent="true "></
AttributeDesignator>
</Match>
<Match Matchld="urn:oasis:names:tc:xacml:1
.0 :function:http: //www.w3.0rg/2001/
xmlschema#string —equal ">
<AttributeValue DataType="http: //www.w3.
org/2001/XMLSchema#string ">Strong
FMR</ AttributeValue>
<AttributeDesignator Category="
urn:oasis:names:tc:xacml:3.0
crattributecategory:environment"
Attributeld="
urn:oasis:names:tc:xacml:1.0
cenvironment:Access Decision Score"
DataType="http: //www.w3.0rg/2001/
XMLSchema#string" MustBePresent="
true "></ AttributeDesignator>
</Match>
/ A110f>

"

</ AnyOf>

</ Tar
</Rule>
</ Policy>

get>
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